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MotivationMotivation

 Open-Source Software StackOpen-Source Software Stack

 Cooperating LaboratoriesCooperating Laboratories
–– combined data -> aggregated informationcombined data -> aggregated information

–– personalised permission settingspersonalised permission settings

 LIMS Development FrameworkLIMS Development Framework
–– support of Web 2.0 technologysupport of Web 2.0 technology

 Components Based Software DevelopmentComponents Based Software Development
–– high degree of generic componentshigh degree of generic components

–– layered structurelayered structure
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Security AspectsSecurity Aspects

 Possible Intruder ClassesPossible Intruder Classes
–– Anonymous, User, Administrator, DeveloperAnonymous, User, Administrator, Developer

 Separation of data and security informationSeparation of data and security information
–– integration of different data sourcesintegration of different data sources

 2 Levels of security checking2 Levels of security checking
–– (Web-) GUI Level, (Web-) GUI Level, Data Source LevelData Source Level

 Introduction of security objects attached to data objectsIntroduction of security objects attached to data objects
–– secGUIPermission   - user dependendsecGUIPermission   - user dependend

–– secEntryPermission - entry dependendsecEntryPermission - entry dependend
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Table HandlerTable Handler
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Table BTable B
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Abstract TablesAbstract Tables
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Data Object WorkflowData Object Workflow

DBDB DBDB
DBDB BrowserBrowser

DB AbstractionDB Abstraction

CacheCache

GUIGUI

SecuritySecurity

SS
ee
cc
uu
rr
ii
tt
yy



Ingo KellerIngo Keller 88/14/14ZopRA - LIMSZopRA - LIMS

Global Access / Access RolesGlobal Access / Access Roles

 Simple Access ControlSimple Access Control
–– application wide handlingapplication wide handling

–– steering of GUIsteering of GUI

 Basic PermissionsBasic Permissions
–– insert, view, edit, deleteinsert, view, edit, delete

 Level based user groupsLevel based user groups
–– Visitor < User < SuperUser < AdminVisitor < User < SuperUser < Admin

 Custom PermissionsCustom Permissions
–– create custom groupcreate custom group

 Complex Access ControlComplex Access Control

–– Scope: defined application partsScope: defined application parts

 Overwrite Global PermissionsOverwrite Global Permissions

–– same permissions, not system widesame permissions, not system wide



Ingo KellerIngo Keller 99/14/14ZopRA - LIMSZopRA - LIMS

Manager 1Manager 1

Access Role vs. Entry Based SecurityAccess Role vs. Entry Based Security

User
Scope 1Scope 1

Superuser RoleUser Role
Access
Roles

EBaSe
Table 2Table 2
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Entry 2Entry 2

Entry 1Entry 1

Manager 2Manager 2 Manager XManager X
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Creation MaskCreation Mask

Manager BManager B

Manager AManager A

Entry Based Security (EBaSe)Entry Based Security (EBaSe)

 Fine granular permission controlFine granular permission control

–– using scopesusing scopes

–– creation mask: default permissions for user and groups per scopecreation mask: default permissions for user and groups per scope

–– based on access control listsbased on access control lists
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ACL ImplementationACL Implementation

 ACL String CompositionACL String Composition
–– Separator  Separator  ":"":"

–– Indicator of type Indicator of type "u" - user, "g" - group"u" - user, "g" - group

–– Identifier Identifier number (userID, groupID)number (userID, groupID)

–– PermissionsPermissions "r""r" readread

  "w""w" writewrite

  "l""l" labelreadlabelread

  "d""d" deletedelete

-- e.g. ":u23w:u23r:u21l:g3r:"e.g. ":u23w:u23r:u21l:g3r:"

-- RetrievalRetrieval
-- depends on data source -> LIKE search in databases ( *:u23r:* )depends on data source -> LIKE search in databases ( *:u23r:* )
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Security Object ImplementationSecurity Object Implementation

 secGUIPermissionsecGUIPermission
–– hasRole()hasRole()

–– hasMinimumRole()hasMinimumRole()

–– hasPermission()hasPermission()

 secEntryPermissionsecEntryPermission
–– isOwner()isOwner()

–– hasPermission()hasPermission()

 Object LocationObject Location
–– secGUIPermission within the SESSION object of the usersecGUIPermission within the SESSION object of the user

–– secEntryPermission within the data dictionarysecEntryPermission within the data dictionary

 Securing secEntryPermission object with hash functionSecuring secEntryPermission object with hash function
–– hash over content and permissionshash over content and permissions
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Interaction With The UserInteraction With The User
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ComparisonComparison

 Filesystem oriented approachesFilesystem oriented approaches

–– limited overlapping group permission supportlimited overlapping group permission support

 Database oriented approachesDatabase oriented approaches

–– Database dependentDatabase dependent

–– Fine granularity -> Large number of views for large number of groupsFine granularity -> Large number of views for large number of groups

–– Row Level Security - RLS (e.g. Oracle) -> Row Level Security - RLS (e.g. Oracle) -> not available as open sourcenot available as open source

 Similar approach: eGKSimilar approach: eGK

–– uses encryption of data -> aggregation of data not possibleuses encryption of data -> aggregation of data not possible

 solution: data source independent security approachsolution: data source independent security approach
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